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Fraud Awareness Tool

SASS99 OVERVIEW

Statement on Auditing Standards (SAS) 99: Consideration of Fraud in a Financial Statement Audit.

The key provisions of SAS 99 follow below:

· Increased Emphasis on Professional Skepticism. 
Members of the audit team must exchange ideas or brainstorm how frauds could occur. These discussions are intended to identify fraud risks and should be conducted while keeping in mind the characteristics that are present when frauds occur: incentives, opportunities, and ability to rationalize. Throughout the audit, the engagement team should think about and explore the question, "If someone wanted to perpetrate a fraud, how would it be done?" From these discussions, the engagement team should be in a better position to design audit tests responsive to the risks of fraud.

· Discussions with Management. 
The engagement team is expected to inquire of management and others in the organization as to the risk of fraud and whether they are aware of any frauds. The auditors should make a point of talking to employees in and outside management. Giving employees and others the opportunity to "blow the whistle" may encourage someone to step forward. It might also help deter others from committing fraud if they are concerned that a co-worker will turn them in. 

· Unpredictable Audit Tests. 

During an audit, the engagement team should test areas, locations and accounts that otherwise might not be tested. The team should design tests that would be unpredictable and unexpected by the client. 

· Responding to Management Override of Controls
Because management is often in a position to override controls in order to commit financial-statement fraud, the standard includes procedures to test for management override of controls on every audit. 

EXPOSURE  (What can go wrong):

SYMPTOMS  (Signs that fraud occurred)

CONTROLS TO PREVENT AND DETECT

AUDIT PROGRAM STEPS

Common Irregularities

Revenue/Sales

· unrecorded sales

· under ringing sales

· lapping

· manipulation of voids/returns

· overcharging (retains excess)

· outright theft (shortages)

· writing of receivables as uncollected

· issuing credit memos/refunds

· underbill vendors - split difference or not billing

Expenditures

· ordering for personal use

· shipping goods to residence for personal use

· overbuy for “bonus” from vendor

· acceptance of inferior products

· purchase price in excess of market for “kick back”

· price or quantity exceeds purchase requisition.

Inventory

· theft of inventory 

· use of inventory for personal uses

· write-off as obsolete, damaged

Travel

· personal travel 

· double reimbursement of expenditures (from state and local funds)

· reimbursement for airfare not used (rebook flight for personal use)

· requesting reimbursement in excess of actual expenditures

Payroll

· phantom employees

· overstating hours - split difference

· unauthorized increase to perpetrator

· theft of payroll checks

· clocking in and leaving

· charging two accounts for same hours

Conditions that Increase the Opportunity for Irregularities

· Lack of orderly processes or controls in the unit

· Existing polices are not regularly followed

· Independent reconciliations are not performed

· Documentation of financial transactions is not produced or kept

· Lack of Segregation of Duties

· Employee relationships with clients or vendors is too close

· Computer usage and applications are only loosely controlled

· Management and others can override procedures without documentation

· Inadequate monitoring of financial activities by management

· Management which is unaware of the fraud/control risks in their area

· Management does not follow-up on questionable or unusual transactions

Common Characteristics in fraud cases

· Delegation of too much authority and or responsibility to one person

· Inadequate monitoring of financial activities

· Long-term employees who have increasing responsibilities

· Personal financial and/or family problems

· Embezzlers have signature authority

· Falsified vendors or independent contractors or related vendors/contractors

· Forged signatures

Symptoms

Revenues/Sales

· missing documents

· excessive overage/shortages

· “thefts” adding machine

· excessive voids or refunds

· deposits not recorded in D/L timely

· common names/addresses for refunds, credits, voids

· shortages in bank deposits

· customer complaints

· increase in overdue A/R

· A/R collections not reconciled to receipts

· receipt records don’t agree to deposits

· excessive write-offs

· employees keep records at home

· cash is not reconciled to deposits or deposits are not reconciled to D/L

· large volume in cash transfers

· unexplained decrease in income/receipts

· commingling of funds from various sources

· inadequate support for revenue receipts and failure to document initial receipt of funds

Expenditures

· inadequate segregation of duties

· duplicate payments

· common names/address for large number of payments

· missing documentation

· goods purchased in excess of need

· unexplained increases in expenditures from prior years

· expenditure documents not properly approved

· invoices don’t agree to requisitions

· shortages on deliveries

· invoices on plain paper

· old O/S checks on bank reconciliation

· employees keep records at home

· deliver location not department

· expenditures not recorded timely

· checks not mailed directly to vendor

· use of sole source vendors

· use of related party vendors

· contracts do not agree with payments

· increase in independent contractor payments

· no reconciliation of expenditures authorized to D/L

Inventory

· inaccurate inventory records 

· no inventory system

· large inventory losses

· inability to locate inventory items for physical counts

· excessive inventory reported as stolen

· unauthorized off-campus use of equipment

· purchase of equipment with no identifiable departmental use or which does not support mission.

Travel

· unexplained increases in travel costs

· inadequate documentation of trips

· use of receipt copies or memos to support travel

· inadequate evidence of trip occurrence

· inadequate segregation of duties

· costs appear excessive or exceed others on the trip

· receipt dates or locations do not match

· frequent travel to same location

· travel to home state during holiday times

Payroll

· employees not present, always working elsewhere

· employee paychecks routinely mailed due to failure to pick up check

· second endorsement

· no evidence of work effort (narrative does not assign responsibilities)

· other employee picks up checks routinely for another employee

· payroll costs rising/in excess of budget

· inadequate segregation of duties

· appointment, time sheets, or certifications not properly approved

· pay rates appear excessive

Controls to Prevent Fraud

Revenues/Sales

· give receipt to every customer (unrecorded sales) or immediate recording of receipt on mail log.

· account for all invoices, sales orders, receipts

· reconcile receipts to deposits

· management authorization of voids, over rings, credit memos, A/R write-offs

· track sales, overages/shortages by employee

· cashier accountability

· minimize access to collections

· proper segregation of duties

· proper approval of all cash transfers and refunds

· reconciliation of A/R postings to cash collections

· review of A/R aging reports

· prompt follow-up on overdue receivable

Expenditures

· proper segregation of duties

· all expenditure are sent to the department

· goods are received and inspected by someone independent of the authorization function

· reconciliations of authorized expenditures to the D/L are performed timely

· vendor invoices agree to requisitions and receiving documents before payment

Inventory

· off campus use permits properly approved

· annual physical inventory counts and follow-up on missing items

· equipment immediately identified as Universities and decaled

· accountable officer approves all inventory releases

· adequate approval of equipment purchases

· proper inventory accounting system

Travel

· travel approved in advance by supervisor including estimated costs

· maintenance of evidence of trip occurrence (boarding passes, itineraries,  hotel receipts, etc)

· travel reimbursements properly approved and supported by original receipts

· travel reconciled to D/L

Payroll

· all appointments, certifications, time sheets are properly approved

· reasons for mailing checks is documented

· employees required to pick up their own warrants unless approval has been obtained

· agreement of pay rates to appointments on a periodic basis.

· independent verification that terminated employees are removed timely.

· certifications not returned to preparer of those with check custody

· timely reconciliation of payroll to certification and D/L
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