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AUDIT AREA: Information Technologies

Telecommunications

1/1/2000-4/30/2000

Audit Step Description
W/P Ref
By
Hrs


SCOPE AND OBJECTIVES
SCOPE:

All current procedures, operations and management relating to voice communications at USF.   This includes a review of departmental records (as appropriate), internal controls, and compliance with rules, regulations, and University policies and procedures for the period:


 January 1, 2000 to April 30, 2000
OBJECTIVES:


To evaluate the adequacy of the control structure over telecommunications accounts billing and receivable. 


To determine compliance with laws, regulations, and University policies.



 


Audit Step Description
W/P Ref
By
Hrs

PLANNING AND 

REVIEW OF INTERNAL CONTROLS AND PRIOR AUDITS

PLANNING (PL):

1. Prepare the Statement of Independence.

2. Conduct and document the preliminary planning meeting and prepare the staff assignment form.

3. Hold an entrance conference with the Department Head and prepare the Initial Review form (include superiors where required or desirable).  

4. Review any prior audits performed in the last three years.

5. Send the Audit Notification Letter and the Preliminary Information Request to the Department Head/Director/Dean/ Vice President.

6. Complete the Entrance Conference Memo form.

7. Send an engagement letter to the Department Head/Director/ Dean/Vice President.

8. Review Statutes, Rules and Procedures that relate the area to be audited. Indicate any legal restrictions on operations, collection of funds etc.

9. Review the Request to Operate a Non-Educational Business form, if applicable.  Determine if the current operation complies with the original or revised approval.

INTERNAL CONTROLS (IC):

1. Review the Preliminary Information Request completed by the auditee.

2. Supplement the questionnaire with interviews of personnel as needed.  Prepare the systems narrative.

3. Review, evaluate and document the procedures and identify the key controls in place over the functions to be tested.

4. Identify system strengths and weaknesses.

5. Review signature authorization and determine if authorization is consistent with employees' established duties and if terminated employees were removed promptly.

PL -  10

PL -  11

ADM - 10

PL - 12

PR - 10

PL - 20

PL-12

PL - 20

PL - 75/80

IC - 10

IC - 10

IC - 10

IC - 10

IC - 10



Audit Step Description
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6. Based on the above steps, prepare a preliminary conclusion on internal controls in the design and conduct of audit testing.  Record all matters considered and the evaluation and conclusion for each.  Determine the extent to which internal controls may be relied upon.

7. After testing is complete, prepare a conclusion on overall internal control structure.  Explain significant variances from your preliminary conclusion.

PRIOR AUDIT FINDINGS (AUD):

1. Review all prior audit reports and determine the appropriate testing to ensure all audit recommendations have been implemented.

2. Prepare a conclusion on the status of prior audit recommendations. 


IC - 10

PR-10
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REVENUES AND CASH COLLECTIONS

1. Gain an understanding of the revenue and collection process by reviewing the following:  

a. Preliminary Information Request

b. Internal Control Questionnaire

c. System Narratives

d. Internal control strengths and weaknesses.

2. Perform analytical review procedures.  Compare revenues received from prior year to current year (annualized).

a. Determine reasons for significant variances

b. Determine if revenues are billed on a regular/periodic basis.

3. Evaluate compliance with prior audit recommendations.

4. Observe processes used to safeguard revenues received from outside sources. 

ACCOUNTS RECEIVABLE

1. Obtain and review an aging of the Accounts Receivable.

a. Review for evidence of regular monitoring of the AR

b. Identify any significant aging variance and corrective action taken.

2. Evaluate authorization process for bad debts.

a. Review a representative sample of write offs during the audit period for reasonableness.

b. Review prior approval by Finance and Accounting

c. Determine if service is continuing to be provided to bad debt accounts.

RATE SETTING

1. Review the department's method of setting rates for telecommunication inventory, installation charges, AT&T credit card and long distance billing to determine if:

a. Methodology is reasonable, and rates are based on anticipated costs.

b. Rate structure is reviewed and updated on a periodic basis.

c. Costs are tracked and compared to revenues billed on a regular basis. 

d. Rates are approved.


IC20 pg 5

IC20 pg 5

A10

A15

IC46

IC50 - 53

A10

A10

A21
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BILLING FOR INSTALLATION AND SERVICE

1. Gain an understanding of the billing function by reviewing the following:  

a. Preliminary Information Request

b. Internal Control Questionnaire

c. System Narratives

d. Internal control strengths and weaknesses.

2. Determine if work requests are adequately controlled to ensure all work performed is billed.

3. Identify credits issued.  If credits are substantial, select a sample to determine that credits issued are reasonable properly supported and documented.

4. Using generalized audit software, examine the records to insure the department accounts for all workorders.  Search for unusual transactions based on amount of charge.

5. Test a sample of interdepartmental workorders including JT's for the following attributes:

a. Services provided match the services billed

b. Charges are approved by an authorized officer

c. Amounts are properly recorded in customer accounts

d. Rates are applied appropriately/consistently.

6. Select a sample of outside billing workorders to determine if:

a. Services provided match services billed.

b. Rates are applied and approved consistently.

c. All goods or services are billed and are posted to the receivable system on a timely basis.

d. Billings are processed on a timely basis.

e. Invoices are reviewed and approved by a supervisor prior to distribution.

f. Duties of record keeping, reconciliation, and collection are adequately segregated. 

CONCLUSION:

After consideration of all documented findings, prepare an overall conclusion related to billing for installation and service.


IC20

IC20

B15

B20
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LONG DISTANCE CALLS MADE ON CAMPUS

1. Obtain an understanding of long distance authorization process though reviewing the following:  

a.  Preliminary Information Request

b. Internal Control Questionnaire

c. System Narratives

d. Internal Control Strengths and Weaknesses.

2. Using generalized audit software:

a. Test if current university long distance authorization code subscribers are active USF employees/students

b. Test monthly rated calls against database of student permanent home phone number information.

c. Identify calls made with departmental codes assigned to staff from dorm and courtesy phone locations.

d. Quantify cost of unrated calls to the university during audit period.

e. Reprocess long distance billing using Suncom, AT&T, GTE and USF switch data and vendor disks/tapes to verify billing is accurate.

f. Stratify long distance charges during the audit period.  Identify any unusual patterns such as length, frequency and times of calls.

800 NUMBERS

1. Obtain an understanding of long distance authorization process though reviewing the following:  

a. Preliminary Information Request

b. Internal Control Questionnaire

c. System Narratives

d. Internal Control Strengths and Weaknesses.

2. Select Sample of 800 numbers.  Pull authorization paperwork to determine if:

a. Authorization paperwork is properly approved.

b. Accounts used for billing are in accordance with account guidelines.

c. Reasonable

3. Using generalized audit software:

a. Review 800 calls for excessively long calls, frequent calls and calls made at unusual times.

CONCLUSION: 

After consideration of all documented findings, prepare an overall conclusion.


IC20

IC20

B35

B40
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AT&T CALLING CARDS:  LONG DISTANCE CALLS MADE FROM OFF CAMPUS

1. Obtain an understanding of the process to issue calling cards to employees though reviewing the following:  

a. Preliminary Information Request

b. Internal Control Questionnaire

c. System Narratives

d. Internal Control Strengths and Weaknesses.

2. Using generalized audit software:

a. Test if current AT&T cardholders are active USF employees/students.

b. Stratify charges during the audit period.  Identify any unusual patterns such as length, frequently and times of calls.

CONCLUSION:

After consideration of all documented findings, prepare an overall conclusion.
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SYSTEM ADMINISTRATION AND MONITORING GENERAL

1.  Obtain an understanding of System Administration and monitoring by reviewing the following:  

a. Preliminary Information Request

b. Internal Control Questionnaire

c. System Narrative

d. Internal control strengths and weaknesses

2. Determine the extent to which additional testing will be required.

General Access VOICE and Data Security 

(complete for systems without critical or sensitive data)

1. Determine if procedures are in place to ensure access to equipment/software is properly controlled, access assignment responsibilities are properly delegated, authority to access the system is documented, and access is reviewed periodically for appropriateness. (If application is critical or data is sensitive see steps below)

2. Determine if procedures are in place to ensure data is reasonably secured against loss through the use of virus scanners, access is limited, and backups are appropriate.

Sensitive Data and Critical Applications Review
(complete for all systems with critical or sensitive data or applications)

1. Review access to all sensitive data and critical applications and determine if procedures are in place to ensure

a. Users have access only to information needed to perform their assigned duties and access is not incompatible with other duties assigned.

b. Only current employees of the unit can access data.

c. Unauthorized access is adequately controlled. (I.e. passwords locked after 3-5 attempts, unauthorized access attempts monitored etc)

d. Unattended terminals are adequately secured (logged off on a timely fashion, secured in restrictive area and screen savers used, etc)

e. Back-up tapes containing sensitive data is adequately controlled and access to them is limited.

2. Review any transfers of critical or sensitive data  and determine if data downloaded is used properly and access to sensitive information is appropriately limited

3. Review information transferred into sensitive or critical applications and, determine whether appropriate security features have been implemented to ensure the integrity and accuracy of the data.

4. Report generation is adequately controlled to ensure that sensitive data is properly handled including access to, storage of and destruction of reports containing sensitive data.

5. Review disaster recovery and system back-up procedures for all critical data and determine if these procedures are adequate to ensure critical data is not lost. 

6. Determine if the department has established procedures to comply with the access to student records laws, if applicable.
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SECURITY & INTEGRITY OF HARDWARE AND SOFTWARE:

Perform a walk through of areas where sensitive or critical hardware and servers are maintained.  Determine if hardware is adequately protected against loss, damage, power surges, and other hazards.

CONCLUSIONS:

After consideration of all documented findings, prepare an overall conclusion.

REVIEW OF RECONCILIATIONS AND 

MANAGEMENT REPORTING

RECONCILIATIONS

1. Obtain the latest reconciliation of departmental records to Finance and Accounting records and determine if:

a. A formal reconciliation of the year-to-date balance is performed. 

b. Outstanding items are adequately documented and resolved on a timely basis.

c. Reconciliations are reviewed and approved by someone not responsible for maintaining books and records or preparing the reconciliation.

MANAGEMENT REPORTING:

Review reports prepared for management and assess the ability of existing reports to meet management’s needs.

CONCLUSION:

After considering all documented findings, prepare an overall reconciliation and reporting conclusion.

INVENTORY FOR INSTALLATIONS

Determine if an annual physical count of  telephone equipment has been conducted and if differences between the physical count and the inventory records have been corrected on a timely basis.
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FINAL WORK

Audit File Review

1. Review of audit file performed by Director/Associate Director.

2. Resolve field work/work paper deficiencies.

3. Review of audit file review point resolution performed by Director or Associate Director.

Report

1. Prepare discussion draft of the report.  Ensure all items listed on RPT-30 were included in the discussion draft or reasons for exclusion were documented.

2. Prepare quality control form.

3. Review of the discussion draft and quality control form by the Director or Associate Director.

4. Issue discussion draft of the report.

5. Hold exit conference with Department Head, Director, or Dean, as appropriate to review the discussion draft.  Complete exit conference memorandum.

6. Prepare response draft of the report, including preparation of recommendation response forms.

7. Review of the response draft by the Director or Associate Director.

8. Issue response draft of the report.

9. Cross-reference recommendations documented on RPT-3 to the response draft.

FINAL WORK

1. Final review by the Director or Associate Director of open items. 

2. After complete response forms are obtained, prepare the final report including the letter of transmittal to the president.

3. Review of the final report by the Director or Associate Director.






Audit Step Description
W/P Ref
By
Hrs

4. Issue final report.  Indicate the total audit hour on the BOR copy of the report.

5. Note on the final report that cross-referencing was performed on the response draft.  Explain any difference between the response draft and the final report.

6. Complete all time records and the staff assignment form.  Explain significant variances in actual time versus budgeted time.

7. Prepare index and confidential index.
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