USF office of university audit & compliance


PROCUREMENT CARD 

AUDIT PERIOD: JUly 1, 2003 to SEPTEMBER 30, 2003

Scope
All expenditures charged to Procurement card(Pcard) during the period July 1, 2003 to September 30, 2003.

All policies and procedures related to P card as of September 30, 2003.

Objective

To assess adequacy of the internal control structure for reconciling charges on the Pcard.

To determine policies and procedures in place to mitigate identified risks.

To determine compliance with state regulations related to Purchasing and procurement for those purchases made with a Pcard.

To identify and report on unmitigated risks.

To report on any identified inefficiencies in the reconciliation process.

PLANNING AND REVIEW OF INTERNAL CONTROLS AND PRIOR AUDITS

A.  Audit Administration

1.  Prepare and obtain approval for the following documents: 

a.  Auditor’s statement of Independence

b.  Final Audit Program (after completion of Steps B & C)

c.  Staff Assignment Form (including estimate budgeted hours)

d.  Engagement Letter (which includes Audit scope, staff assigned and estimated date of completion)

2.  Project Administration:

a.  Hold and document an audit planning meeting with 

the  Audit Manager and/or Director  to discuss project scope, timing, objective, and estimated completion date.

B.  Preliminary

1.  Rules, Regulations, Policies and Procedures

a.  Familiarize yourself with the laws, rules, regulations and University policies and procedures, which relate the area to be audited.

b.  Determine the Objectives of the Pcard process.

c.   Determine strategies being used to meet these objects by:

i)  Review training materials used to communicate policies and procedures to Pcard holders and reconcilers.

ii)  Meeting with the primary Pcard Administrator and determine if there are current known risks or concerns in relation to the pcard process or usage and the strategies management will employ to resolve these risks.
iii)  Review internal processes used to obtain Pcard data, transmit it to Pcard users and reconcilers, and enter approved data into FAST
iv)  Review current processed to monitor pcard charges and determine accuracy, validity and appropriateness of these charges.
v)  Obtain copies on any monitoring reports used by management.
d.  Obtain sufficient information on the control structure to perform a COSO based assessment of risk and controls.
2.  Prior Audit Findings

a.  Review prior audit findings of the UAC and/or Auditor General for the last five years, which relate to the are to be audited.
.

b.    Ensure that procedures have been put in place to correct these deficiencies.

c.   Prepare a conclusion on the status of prior audit recommendations.

3.  Analytical review

a.  Obtain a file of all expenditures charged on the P card between 07/01/03 and 09/30/03.  Obtain a listing of Pcard users and reconcilers.

i)   Determine the type of charges being made with Pcard and value of these charges (Summarize or Classify on type of charges and amount)

ii)  Determine the users of Pcard by Summarize or Classify on cost centers and amount.

iii)  Stratify costs by cost centers to determine which cost centers have the large volume of activity.

iv)  Prepare a report of those cost centers with at least $25,000 in charges in the audit period.

v)  Determine the pattern of PCARD usage by aging on transaction date.

vi)  Perform a preliminary review of the data base for unusual charges or those charges generally disallowable under Pcard policies and procedures. Prepare an overall summary of your assessment of high risk transactions and cost centers based on this review.

C.  Internal Control Assessment

1.   Review information obtained in Preliminary Audit work (Step B).

2.  Based on the above audit steps identify risks, and make a preliminary evaluation of overall control environment. Record all maters considered and the auditor’s evaluation and consideration for each. Determine the extent to which the internal controls may be relied upon. At a minimum document the following:

a.  Key objectives of the process.

b.  Inherent risk of each key objective.

c.  Identified obstacles to the achievement of the objectives.

d.  Strategies being used by management to reduce, eliminate, or transfer risks.  

e.  Unmitigated risks identified

f.  A preliminary assessment of business risk (risk that remains after strategies are employed). Consider compliance, financial, and operational risk in your assessment.

3.  Prepare Fraud Exposure form for Pcard process.

4.  After Pcard testing is performed, compare the preliminary risk assessment to the results of your review and make any necessary changes to the assessment based on the testing.

D.  Testing of Decentralized Controls

1.  Sample Selection

a.  Based on a review of the preliminary assessment of controls and risk select a sample of units to be reviewed.

b.  Document your sample selection criteria and the reason the units meet this criteria.

c.  Obtain approval from the Director or Audit Manager for the sample you have selected.

2.  Testing of Sample Units

a.  Determine:

i)  Who within the college or department reviews and approves the transactions on the P card

ii)  Who within the unit maintains the supporting for the charges on the P card.

iii)  What procedures are in place to ensure that the transactions are accurate, appropriate, properly supported, and in accordance with rules and regulations (pcard and account charged)

b.  Obtain a copy of the last Pcard reconciliation.

i)  Determine if reconciliation was accurate, timely and complete

ii)  Determine if reconciling items are resolved on a timely basis.

iii)  Determine if reconciliation was reviewed and approved by an appropriate individual.

c.  Meet with the Pcard reconciler and determine if they have any concerns over the Pcard process or problems with Pcard usage or users.

d.  Determine if there is an adequate segregation of incompatiable duties.

e.  Review the support for charges which occurred in the cost center over the audit period to determine whether they are reasonable, necessary, properly documented and in accordance with Pcard policies and procedures. The review, at a minimum should include:

i)  High risk transactions identified through a review of descriptions and charge types and

ii)  A random sample of 25 charges selected by ACL from all charges incurred during the audit period.

f.  Document any identified control weaknesses, errors, or instances of non-compliance with policies and procedures.

g.  Prepare an overall conclusion of the units controls designed to ensure that all Pcard Charges are accurate, appropriate (including account charged) and properly supported.

h.  Prepare a memorandum of your findings to be sent to the individual unit.

E.  Testing of Centralized Controls

1.  Review the process for acquiring the Pcard information from the bank and distributing the information to the Pcard user. (Since the process is changing, review the new process). Determine if the process is adequate to ensure that all charges are received and data integrity is maintained.

2.  Review the process for ensuring the Pcard cost center approves all charges. Determine if controls are adequate to ensure charges are approved in a timely fashion.

3.  Review the process for entering the costs into FAST and charging the appropriate cost centers. Determine if controls are adequate to ensure that cost centers are charged accurately and timely.

4.  Review central monitoring of Pcard charges for reasonbleness and appropriateness.

5.  Review process for handling charges which are being contested by the unit.

6.  Review procedures in place to ensure that Pcard abuses are identified and that acts taken are appropriate to resolve the inappropriate use (training, loss of Pcard privileges, reporting or irregularities.

F.  Final Work

1.  Finalize Audit Issues

a.  Consolidate audit findings, including inefficiencies from each of the units selected for testing.

b.  Identify Areas where notable process effectiveness was identified.

c.  Meet with management a brief them on the final results of the review.

2.  Work Paper Review 

a.  The Audit Manager or Director has performed a detailed review of all work paper to ensure all objectives have been met, all findings are adequately supported, and all audit issues have been taken to the audit issue form (RPT30).

b.  All review notes were resolved by the auditor performing the engagement.

c.  Review notes were cleared by the Director or his designees

G.  Report

1.  Prepare discussion draft of the report. Ensure all items listed on RPT- 30 were included in the discussion draft or reasons for exclusion were documented.

2.  Review of the discussion draft by the Director.

3.  Issue discussion draft of the report.

Hold exit conference with Department Head, Director or Dean as appropriate to review the discussion draft. Complete exit conferences memorandum.

5.  Final review by the Director of open items.

6.  Prepare the final report including the letter of transmittal to the president.

7.  Review of the final report by the Director.

8.  Issue final report. 

H.  File Close Out

1.  Complete all time records and the staff assignment form. Explain significant variances in actual time versus budgeted time.

2.  Prepare index.
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