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PERIOD: 6/1/2000 - 12/8/2000

	Audit Step Description
	
W/P Ref
	
By
	
Hrs

	SCOPE AND OBJECTIVES

SCOPE
The scope will include a review of Banner Receivables during the fall 2000 semester, current procedures and operations, a review of departmental records (as appropriate), internal controls, and compliance with rules, regulations, and University policies and procedures.

Beginning fall 2000 registration through the end of the fall 2000 term:

6/1/2000    to   12/8/2000
Note:  This does not include ensuring appropriateness or accuracy of financial aid or tuition amounts.

OBJECTIVES:

To evaluate the adequacy of the internal control structure for

Accounts Receivable, Cash Collections, and the Cashier's Office.

To determine whether revenue collection procedures are in compliance with laws, regulations, and University policies.

To determine that delinquent accounts are effectively monitored and properly tagged to ensure prompt collection.

To determine that accounts receivable write-offs are timely, according to University and BOR Policy, and have prior management approval. 

To determine that long-term, short-term, and emergency loans are effectively monitored and that all deferments, cancellations, and forbearances are documented and approved.

To determine that exemptions are valid, properly documented, and approved.
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	PLANNING AND REVIEW OF INTERNAL CONTROLS AND PRIOR AUDITS

A. PLANNING (PL)

1. Prepare the Statement of Independence.

2. Conduct and document the preliminary planning meeting and prepare the staff assignment form.

3. Review any prior audits performed in the last three years.

4. Send the Audit Notification Letter and the Preliminary Information Request to the Department Head/Director/Dean/ Vice President.

5. Hold an entrance conference with the Department Head and prepare the Initial Review form (include superiors where required or desirable).  

6. Complete the Entrance Conference Memo form.

7. Send an engagement letter to the Department Head/Director/ Dean/Vice President.

8. Review the Preliminary Information Request completed by the auditee.

9. Review Statutes, Rules and Procedures that relate the area to be audited. Indicate any legal restrictions on operations, collection of funds etc.

10. Establish any additional audit objectives, as appropriate.

B. INTERNAL CONTROLS (IC)

1. Prepare appropriate narratives, flowcharts, and/or questionnaries which document a review and evaluation of the key controls in place over the functions/processes reviewed.  Consider both hard (control Activities) and soft controls (environment, communication, oversight, training, etc)

2. Using ACL, perform an intial overview of the transactions recorded in Banner/OASIS.  Evaluate the results for reasonableness based on the information obtained in the system documentation process.  Follow-up on unusual items.  Analytical Review procedures should include:

· Number of transaction and financial impact (count, total)

· Presence of positive, negatives and zero transactions

· Distribution of the transactions over the populations (stratify, profile and/or classify populations)

· Verify that credits had an offsetting debit to be applied to (stratify on ID which combines debt and credits and search for transactions greater than zero)

3. Prepare Fraud Exposure forms documenting the inherent opportunites for fraud in each process/function reviewed. Identify controls in place in the process or function to prevent these potential frauds from occurring or which would detect them.


	PL20

PL26  

AUD Section

PL25

PL21

PL25

Not used

In this audit

PL30 - 70

IC15 - 

IC30 - 

IC49 - 66

IC16-25
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	4. Prepare an Overall Preliminary Risk Assessment which addresses each process or function reviewed.  Include in your risk assessment the inherent risk present in the function and the overall mitigated risk of each function/process.  In documenting inherent risk consider the financial risk, compliance risks, media/public relations risk and, operational risks.   In evaluating mitigating risk conside the control document in step one and their ability to mitigate the inherent risks identified. Record all matters considered and the evaluation and conclusion for each.  

5. Based on the above steps, prepare an initial assessment on the overall internal controls to be considered in the design and conduct of audit testing.

6. After testing is completed, evaluate the need to revise the intial assessment of mitigated risk.  Document reasons for any modifications to the intial risk assessment.

C. PRIOR AUDIT FINDINGS (AUD)

1. Review all prior audit reports and determine the appropriate testing to ensure all audit recommendations have been implemented.

2. Prepare a conclusion on the status of prior audit recommendations.


	IC10

AUD10-30
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	CASH ACCOUNTING

A.  GENERAL (CC)

2. Prepare system narratives and internal control strengths and weaknesses for the following processess:

REFUNDS

THIRD PARTY BILLING

RETURNED CHECKS

EXEMPTIONS

ABANDONED PROPERTY

These reviews will be used to perform the intial assessment of risk and plan the audit testing.

3.  Review analytical review performed as part of the assessment of                          internal controls.

Refunds (mitigated risk is mod low)

3. space holder

4. Perform a review of refunds processed for large or unusual amounts. Review unsually high dollar amounts (outliers) for appropriateness of the amount. 

5. Review the refund report distribution to ensure departments are receiving detailed information on a timely basis.

6. Review voided refunds identified on IC60 for reasonableness.

Third Party Billing (mitigated risk is mod low) 

7. Using ACL, determine if total tuition credits to student accounts agree to the total third party billing amount. Resolve significant descrepencies.

Note: Once billed third party billings become Accounts Receivable, follow up is included in the A/R portion.

Returned Checks (mitigated risk is low)

No testing deemed necessary

Exemptions (mitigated risk is moderate)

5. Perform anomaly testing for exemptions during the fall semester.  Identify outliers and review for accuracy, appropriateness, and compliance with University and BOR Policies.

6. Review error reports to determine if corrections were made on a timely basis to student accounts.

Abandoned Property (mitigated risk is low)

No further testing required.

B.  CONCLUSION:

After consideration of all documented findings, prepare an overall Cash Accounting assessment.
	CC20

CC25

CC30

CC35

CC40
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	CASHIER'S OFFICE

GENERAL  (CA)

1. Prepare system narratives, and internal control strengths and weaknesses for:

CASH COLLECTIONS & DEPOSITS

HOLDING ACCOUNT RECONCILIATIONS

These reviews will be used to perform the intial assessment of risk and plan the audit testing.

2. Review analytical review performed as part of the assessment of internal controls.

A.  Working Funds:

1. Conduct a surprise cash count of all petty cash funds, change funds, or working funds.

2. Determine if funds were properly authorized by Finance and Accounting and that the custodian is properly assigned.

3. Determine if funds were adequately secured and access was limited.

B.  Suspense Account, Undeposited Checks

1. Review Undeposited checks and determine if:

a.) Checks are stamped with a restrictive endorsement.

b.) Check dates are reasonable based on the date of the deposit information.

c.) Checks and deposit information forms are recently dated.

d.) Is follow-up deposit information sent for checks that are held in the accordion file.

e.) Look at several processed deposit information forms.  Check the time elasped prior to deposit for reasonableness.

2. Review the most recent Suspense Account reconciliation and determine if items are cleared  or escheated timely, outstanding items are properly documented, and reconciliations are independently reviewed.

C.  Cash Reconciliation

3. Review the main Cash Account reconciliation and determine that procedures are adequate to ensure all cash collected is deposited and all deposits are recorded in the departmental ledger accounts.

D..  CONCLUSION:

After consideration of all documented findings, prepare an overall Cashiering assessment.
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	ACCOUNTS RECEIVABLE DEPARTMENT

A. GENERAL (AR)

1. Prepare system narratives and internal control strengths and weaknesses for :

ACCOUNTS RECEIVABLE &

CREDIT PROCESSING

These reviews will be used to perform the intial assessment of risk and plan the audit testing.

2. Review analytical review performed as part of the assessment of internal controls
ACCOUNTS RECEIVABLE (mitigated risk was high)
3. Use ACL to Document and quantify problems identified in the following areas.

A. Monitoring of overdue receivables

B. Submission of receivables to the collection agency

C. Timely write-off of receiveables.

D. Employee set-off procedures

E. Handling of accounts form bankruptcies.

4. Review last employee set-off for completeness, accuracy and timeliness.

5. Using ACL review receivables for the presence of unusual transactions which might indicate irregularities. Follow up on substantial items.

6.  Select a sample of           credit transactions for fall 2000 semester.  Determine if:

a.) Transactions are properly accounted for.

b.) Credits are accurate and processed timely.

c.) Credits are reviewed and approved by a supervisor prior to action being taken.

d.) Credits are properly accounted for and are posted to A/R records on a timely basis.

7. The duties of record keeping, reconciliation, and collection are  adequately segregated.

Note: During the assessment of risk, numerous control problems were noted.  It was determined not feasible to perform anomaly based tests as a result of these control problem.
B.  CONCLUSION:

After consideration of all documented findings, prepare an overall Accounts Receivable assessment.
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	Loan Receivables
A.  GENERAL (AR)

1. Prepare system narratives and internal control strengths and weaknesses for :

Loan Receivables

2. These reviews will be used to perform the intial assessment of risk and plan the audit testing.

3. Review analytical review performed as part of the assessment of internal controls
PERKINS/STAFFORD LOAN

4. Select a sample of _____ Perkin/Stafford loan cancellations, deferments, and forbearances during the fall 2000 semester.  Determine if:

a.) Transactions are properly accounted for, accurate, and processed timely.

b.) Transactions are reviewed by a supervisor prior to action taken.

c.) The duties of recordkeeping and reconciliation are adequately segregated.

5. Select a sample of _____ delinquent loans turned over for collection.  Determine if:

a.) Transactions are properly accounted for, accurate, and processed timely.

b.) Transactions are reviewed by a supervisor after action is taken.

c.) The duties of recordkeeping and reconciliation are adequately segregated.

6. Select a sample of _____ students with Perkins loans.  Determine if:

a.) Accounts Receivable is in compliance with federal guidelines and USF Policies regarding Exit interview requirements.


	
	· 
	· 
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	SHORT TERM/EMERGENCY LOANS

7. Perform anomaly based testing to identify large or unusual amounts.  Resolve these items

8. Compare loan amounts to payments to ensure short-term loans were collected timely and loan amounts were accurate.

9. Review interest rates for accuracy.

Note:  Mitigated controls over  long-term University loans were adequate to reduce risk to low therefore no additional testing will be performed 

B.  CONCLUSION:

After consideration of all documented findings, prepare an overall loan assessment.
· 
	· 
	· 
	· 
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	EDP CONTROLS

A.  SYSTEMS UNDERSTANDING
1.  Hardware Platforms

a.) At a minimum, obtain the following information for each server: 1)server name, 2) manufacturer and model, 3) purpose/function of the server, 4) owner, 5) enterprise supported, and 6) responsible systems administrator. 

b.) Determine if there are known problems with servers in the environment (security concerns or hardware reliability issues).  

2. Operating System

a.) Determine what version(s) of the operating system is running

    on the servers included in the scope of the audit. 

b.) Determine if the most current version of the operating system is installed. If not, evaluate the justification for why the most current version is not installed. 

c.) Identify all known vulnerabilities associated with the specific operating systems.

d.) Determine if procedures are in place to ensure that system administration personnel are informed of available operating system fixes in a timely manner.

e.) Ascertain whether all known operating fixes for known vulnerabilities have been installed. If not, evaluate the justification for why fixes have not been installed. 
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	B.  SECURITY MANAGEMENT/ADMINISTRATION

1. Roles and Responsibilities 

a.) Determine the person(s) who is responsible for overseeing that the processing environment complies with applicable University security policies and standards.   

b.) Determine if the role and responsibilities of Security Administrator have been formally defined and documented. 

c.) Determine if there are procedures in place to ensure that Security Administrators are trained, and that their job position (temporary, student, etc.) does not present an unacceptable risk to the University. 

d.) Determine if processes are in place to ensure that individuals with security administration responsibilities are kept informed of key security advisories (e.g., Computer Emergency Response Team (CERT) Coordination Center, Computer Incident Advisory Capability (CIAC), etc.) and issues related to installed operation systems. 

e.) Determine if third-party security software is running on the servers. Identify the name, type and version used. Determine who is responsible for monitoring the security software and if monitoring procedures are reasonable to prevent unauthorized system access.

2. Virus Protection

Determine compliance with the university’s policies and procedures concerning virus protection.   

C.  SYSTEM CONFIGURATION

1.  Operating System Configuration
a.) Adequate records are maintained to document all modifications and fixes to operating system security. 

b.) All existing vendor defaults (passwords, etc.) have been disabled. 
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	2.  Operating System Configuration - System Security Parameters
a.) Current operating system configuration settings conform to recommended security practices.

b.) The configurations for predefined system account profiles have been changed from the vendor settings. If not, determine why and evaluate the effect of the changes on system security. 

c.) All guest accounts have been disabled or removed from the system. 

d.) The assigned passwords for privileged-user accounts are known by appropriate system / security administration personnel only. 

D.  SYSTEM UTILITIES

To determine the existence of sensitive system utilities that have the ability to bypass system level security. Through inquiry of the security administrator, determine if:

a.) Installed utilities that have the ability to bypass system level security have been identified.

b.) Any procedures are in place to restrict access to powerful and sensitive system utilities. 
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	E.  PRIVILEGED ACCOUNTS 

To ensure that adequate controls are in place over the authorization, ownership, and use of sensitive privileged accounts:

1. Meet with security administration personnel to obtain an understanding of the controls in place over privileged system level accounts (accounts assigned to technical support staff which allow access to sensitive data). Consider the following:

a.) Are standards in place over the assignment and use of privileged accounts?

b.) Have privileged-user ID’s been established to provide technical support staff with a means to address immediate, emergency platform problems?

c.) Is the number of users with privileged access appropriately limited?

d.) Are the passwords for privileged-user accounts (i.e., root - UNIX; Administrator - NT; etc.) unique to each server?

e.) Do administrators login directly to privileged-user accounts (i.e., root - UNIX; Administrator - NT; etc.) or are administrators assigned the necessary privileges to complete system and security administration tasks utilizing their own unique accounts? 

f.) Do administrators login to their own unique accounts with administrative rights only when necessary to perform actions requiring those rights. At all other times, do the administrators log on with unique accounts that have been granted fewer rights?

g.) Are privileged user access rights reviewed on a regular basis by user management (e.g., minimum quarterly review)? If so, what action results form the review. 

2. Request a report from the systems / security administrator that lists all privileged accounts existing on the systems. Review the report of privileged accounts and consider the following:
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	a.) Is the number of privileged accounts reasonable based upon the size of the environment?

b.) Is the number of privileged accounts reasonable based upon the size of the environment?

c.) Do the privileges assigned to these accounts appear appropriate?

d.) Does documentation exist to support the authorization of each account and the approval of all privileges assigned to each account?

e.) Are appropriate controls in place over the use of privileged predefined accounts supplied by the vendor (i.e., Administrator - NT; root - UNIX)?  Is the use of these accounts appropriately monitored?

f.) Do generic account ID’s exist for any of the privileged accounts? If so, determine how management ensures accountability over the use of these generic accounts.

g.) Ensure that all privileged accounts are active and are not associated with a terminated employee

F.   SPECIAL USER ACCOUNTS

To ensure that appropriate controls are in place over the authorization, ownership, and use of unique special user accounts:

1. Meet with security administration personnel to obtain an understanding of the controls in place over special user accounts (generic/emergency ID’s assigned to contractors and temporary workers). Consider the following:

2. Are standards in place over the assignment and use of special user accounts?

a.) Are restrictions placed on accounts provided to contractors and temporary workers (i.e., time restrictions, etc.)?

b.) Are special developer accounts provided to developers to diagnose application problems in the production environment? Is access to production environment read only?

c.) Are emergency ID’s created to perform emergency systems maintenance?

d.) Evaluate the controls in place over the establishment and use of special user accounts. 
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	G.  REMOTE ACCESS

To ensure that appropriate controls are in place to control access to the internal network and systems from a remote system:

a.) Meet with security / systems administration personnel to obtain an understanding of the controls in place over remote access to the university’s systems.

b.) Determine if the University has procedures/standards governing remote access and if system / security administrators are aware of these standards.

c.) Determine what authentication devices are utilized to control remote access.

d.) Determine if modem phone numbers are properly restricted. 
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	FINAL WORK 

A. Audit File Review

1.   Review of audit file performed by Inspector General/Audit Manager.

2. Resolve field work/work paper deficiencies.

3. Review of audit file review point resolution performed by Inspector General or Audit Manager.

4. Approval of the Inspector General is documented on the audit program.

B. Report

1. Prepare discussion draft of the report.  Ensure all items listed on RPT-30 were included in the discussion draft or reasons for exclusion were documented.

2. Prepare quality control form.

3. Review of the discussion draft and quality control form by the Inspector General or Audit Manager.

4. Issue discussion draft of the report.

5. Hold exit conference with Department Head, Director, or Dean, as appropriate to review the discussion draft.  Complete exit conference memorandum.

6. Prepare response draft of the report, including preparation of recommendation response forms.

7. Review of the response draft by the Inspector General or Audit Manager.

8. Issue response draft of the report.

9. Cross-reference recommendations documented on RPT-3 to the response draft.

C. FINAL WORK

1. Final review by the Inspector General or or Audit Manager of open items. 

2. After complete response forms are obtained, prepare the final report including the letter of transmittal to the president.

3. Review of the final report by the Inspector General or Audit Manager.
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	4. Issue final report.  Indicate the total audit hour on the BOR copy of the report.

5. Note on the final report that cross-referencing was performed on the response draft.  Explain any difference between the response draft and the final report.

6. Complete all time records and the staff assignment form.  Explain significant variances in actual time versus budgeted time.

7. Prepare index and confidential index. 

8. Complete checklists for workpapers and audit report.


	
	
	


