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Most higher Education Institutions have three primary missions: Education, Research and Public Services.  While the mix of activities varies, all institutions are expending significant financial resources to comply with the myriad of federal regulations governing employment, safety, privacy, and grant compliance (to name just a few).  As state and Federal budgets tighten, institutions struggle with allocating sufficient resources to ensure compliance with these regulations without reducing our eliminating critical academic functions.  In addition, modern students expect these institutions to be technologically savvy offering web based applications and online learning.

These factors, as well as the Year 2000 issues, has resulted in many institutions adopting modern relational database to handle key financial and operational processes in a paperless or near paperless environment.  This has increased the availability of information for monitoring compliance and has permitted the use of technically advanced reporting an analysis tools.  Modern day managers and auditors can use the new information systems to perform faster and more accurate risk assessments, to build in better system controls, to produce more accurate and timely management reports, to enhance monitoring for compliance and to allow continuous assurance.  Auditors have developed additional tools to assist them in auditing these paperless systems, including federal regulatory auditors.  Auditors can now extract high-risk transactions from the sea of other transactions, and concentrate their efforts on those transactions the most likely to have problems.  This will raise the level of paybacks in those instances of material non-compliance since only high risk or high dollar transactions are being targeted.  It is therefore, imperative, that a comprehensive risk assessment of compliance risks be performed as well as on-going monitoring of high risk transactions be performed by management and/or internal audit.

This article is designed to provide Internal Auditors information on implementing a proactive compliance-monitoring program to reduce the risk of non-compliance to their institutions. While this article is written specifically about Grant Compliance, the same principles can be applied to many other instances of Federal Compliance.  The areas of grant compliance concern include OMB Circulars A-21 and A-110, Federal Demonstration Project Regulations, Agency Specific Regulations, individual grant/contract compliance issues and University Cost Accounting Standards.

Risk Assessment 

All three of the COSO objectives come into place.  The auditor should consider both  the objectives of ensuring operations are effective and efficient and ensuring compliance with rules and regulations.  The objective reports are accurate and timely also comes into play when we consider monitoring reports used to ensure compliance.  The risk assessment will concentrate on Compliance risk factors, but non-compliance also creates operational and financial risks as well.

In order to obtain an inherent risk estimate, regulations should be reviewed and the value of the transactions subject to the regulations should be obtained. ACL or a similar tool, can be used to quickly identify the volume of activity and the dispersion of the activity across the institutions.  For instance, the first report you would likely produce is the [image: image1.wmf]dispersion of Federal grants by College.

Value can also be obtained by filtering transactions to obtain only those which must comply with the regulation.  Than using Classify or Summarize the volume of activity by college, department or campus can be easily determined. For example, payroll expenditures could be filtered for only federal grant accounts.  To determine the value of payroll subject to Effort Reporting you might want to summarize by college. To determine who reports on a semester basis you could filter first for faculty positions and than summarize by college or unit.  Then you could further filter your federal grant payroll data so that only those job codes or job types (EE6 Codes), which represent clerical and administrative activities, were represented to determine those transactions at risk for being considered indirect costs.


Since Clerical and Administrative Costs are usually either allowable on a grant account or unallowable you might than want to determine how many grant accounts have individuals in Code 1 and 4.  If you filtered for Code 1 and summarized by account, you would see there are only 10 accounts and a manual control would probably be effective.  If you filtered for Code 4 and summarized by account, you would see there are 215 accounts. A review for dispersion (First Summarize by Account and than Summarize by Department) would indicate that there were only 10 departments with more than 10 Clerical employees charged to a federal grant account. Generally the more disbursed a compliance issue is the harder it is to rely on decentralized controls due to the number of individual who must be knowledgeable of the compliance issues.  The less disbursed the easier a decentralized control is to audit but the more likely a single unit will have a material effect on the compliance rate.

Assessment of the Control Structure

Once inherent risk is determined, the auditor must evaluate the control structure in place to eliminate, transfer or reduce the risks.  The COSO five factors should be used to evaluate controls (Control Environment, Risk Assessment, Information and Communication, Control Activities, and Monitoring).  Emphasis should be placed not only on whether controls are adequate but whether management has effectively balance risk and the cost of the controls.  Reasonable assurance should be the goal.

ACL can be used to re-verify key management reports used to provide information or monitoring of high-risk transactions. Simply filter the database for the criteria used by the reporting tool and compare the two reports. If the reports are long, you can use the print spool generated by managements reporting tool and import it into ACL for comparison to the ACL report. Use the unmatched option located in the Join command and join the two files based on a primary key.  You want all unmatched records from both files.

ACL can also be used to review correcting entries and determine the reasons errors are occurring in your population.  A good example here is a review of expenditure and payroll transfers, which either charge expenditures too or remove expenditures from the federal grant account.  Are miscoding widely disbursed indicating routine error or are some departments or unit more likely to have errors.  Using ACL you can compute the number of days between the transaction and the transfer to determine timeliness of correction.  Determine corrections occurring within the first 30 days of the grant (Transdate-Grant Begin Date) which may indicate another project may be underwriting these activities.  In reverse, transfers occurring near the end of the grant or after the grant end date (Grant_End less Transdate is less than 30) indicating overruns or deficits.


Assessment of Unmitigated Risks

Our risk assessment identified the high-risk transactions located in Exhibit A.  These were high risk either due to the volume of activity, system limitations make compliance harder to monitor, or corporate culture issues, which created an obstacle to compliance.

Implementing Continuous Monitoring

Once a comprehensive risk assessment has been performed and high-risk transactions identified, a system of controls must be put in place to mitigate the risks.  While traditional “hard” controls can be programmed into software programs, this often is not the most effective way to monitor activities.  For example, an accounting system could be programmed to require a special approval for all equipment expenditures greater than the capitalization rate charge to federal grant accounts.   The transaction would be halted while paperwork was shuffled or electronic workflow routed the transaction from approver to approver.  A soft control of monitoring and information could replace this hard control, which routes these expenditures, via a consolidated report to a grant specialist who reviews the account for appropriateness.  If it is appropriate a notation is made in the accounting record or the report.  If in appropriate the investigator could be notified that the expenditure had been recoded to a default account (usually the departmental general operations account) until evidence of sponsor approval was obtained.  This would allow the equipment to be ordered and received in a timely fashion to ensure the research progress was not affected.  This report could also highlight equipment purchased within 90 days of the grant end indicating to the review a different risk of non-compliance (reasonable and necessary).

Continuous monitoring can be viewed just as a virus scanner is used to ensure the integrity of email systems.  The virus scanner searches for patterns of inappropriate activity based on a set of rules established by the programmer. When it finds activity it suspects to be high risk it notifies the system user to take some type of action to reduce this risk.  A continuous monitoring batch actively searches transactions and compares them to a predetermined set of criteria that you have concluded makes them at high risk of error, irregularity or non-compliance. When the transactions meeting the standards are located an report is issued on those transactions for follow up by management or the audit team.  Just as virus scanners have false “hits” so will continuous monitor reports.  As these false positives are identified either modifications can be made to prevent them from occurring or an anomaly file can be maintained to permit the electronic elimination of these valid transactions from the reports.

Summary

The recent events in corporate America have proven to management that the external auditors historically based evaluation is not sufficient to provide assurances that financial information is accurate and complete.  While Enron was “uncovered” by internal auditors, the internal audits processes  did not identify the issue in a timely manner.  New legislation is now requiring corporate executives to certify the accuracy of financial information relied upon by the public and has raised the risks of incorrect presentation of information. This as well as the increase in public awareness, has raised concerns with all stakeholders of private and public entities about the accuracy and validity of the information in which they are basing their decisions to invest in or support the institution.

In addition, governmental regulations now prohibit external auditors from performing non-audit related services. As a result, Management is looking to internal auditors to find ways to assess transaction completeness and validity on a timelier basis and to be involved with continuous monitoring.   The use of ACL for embedded audit modules permits managers and auditors to identify the most risky transactions, to evaluate controls on an on-going basis, and to make timely corrections to prevent small problems from becoming large ones. 

									GRAPH A


EEO6CODE                             TOTHRS        TOTGROSS    COUNT


 


1 Executive/Admin/Managerial   3,904.40        106,102.12         124


2  Faculty                                504,667.23   13,778,062.26    11,829


3 Professional Non-Faculty    538,825.98      7,826,072.44    12,269


4  Secretarial/Clerical              206,535.13     2,108,976.57     4,887


                                             1,253,932.74     2,381,9213.39    29,109








EXHIBIT A


High Risk Items


Personnel Effort Reporting


Clerical and Administrative Salaries and Expenditures


General Purpose Equipment


Scientific Equipment Greater than $1,000


Scientific Equipment purchased in last 90 days of the project


Cost Matching especially In-Kind and Third Party Matches
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